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*** First Change ***
Introduction

An identified security weakness in GPRS systems is the absence of security in the core network. This was formerly perceived not to be a problem, since the GPRS networks previously were the provinces of a small number of large institutions. This is no longer the case, and so there is now a need for security precautions. Another significant development has been the introduction of IP as the network layer in the GPRS backbone network and then later in the UMTS network domain. Furthermore, IP is not only used for signalling traffic, but also for user traffic. The introduction of IP therefore signifies not only a shift towards packet switching, which is a major change by its own accounts, but also a shift towards completely open and easily accessible protocols. The implication is that from a security point of view, a whole new set of threats and risks must be faced. 

For UMTS and fixed broadband systems it is a clear goal to be able to protect the core network signalling protocols, and by implication this means that security solutions must be found for both SS7 and IP based protocols.
Starting with LTE, but especially with 5G, security of signalling protocols moves onto the application layer.  The current document is the central repository of the protection mechanisms and profiles for these protocols."
This technical specification is the stage-2 specification for IP related security in the 3GPP and fixed broadband core networks.

The security services that have been identified as being needed are confidentiality, integrity, authentication and anti-replay protection. These will be ensured by standard procedures, based on cryptographic techniques.

1
Scope

The present document defines the security architecture for network domain IP based control planes, which shall be applied to NDS/IP-networks (i.e. 3GPP and fixed broadband networks). The scope of network domain control plane security is to cover the control signalling on selected interfaces between network elements of NDS/IP networks. The present document furthermore serves as a central repository for cryptographic profiles for security above IP layer. 

*** Second Change ***
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.133: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Threats and Requirements".

[2]
3GPP TR 21.905: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Vocabulary for 3GPP Specifications".
[3]
3GPP TS 23.002: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; Network architecture".

[4]
3GPP TS 23.060: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; General Packet Radio Service (GPRS); Service description; Stage 2".

[5]
3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS); Stage 2".

[6]
3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) across the Gn and Gp Interface".

[7]
3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".

[8]
3GPP TS 33.103: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G security; Integration guidelines".

[9]
3GPP TS 33.120: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Principles and Objectives".

[10]
3GPP TS 33.203: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Access security for IP-based services".

[11] -[25]
Void. 

 [26]
RFC‑3554: "On the Use of Stream Control Transmission Protocol (SCTP) with IPsec".

[27]
RFC-1750: "Randomness Recommendations for Security".

[28]
3GPP TS 25.412: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iu interface signalling transport".

[29]
Void.

[30]
3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; Authentication Framework".

[31]
RFC-4303: "IP Encapsulating Security Payload (ESP)"

[32]
Void.

[33]
Void
[34]
Void.

[35]
RFC-4301: "Security Architecture for the Internet Protocol".

[36]
Void.

[37]
Void.

[38]
3GPP TS 25.422: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iur interface signalling transport".

[39]
3GPP TS 25.467: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN architecture for 3G Home Node B (HNB); Stage 2".

[40]
3GPP TS 25.468: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iuh Interface RANAP User Adaption (RUA) signalling".

[41]
3GPP TS 25.471: "3rd Generation Partnership Project; Technical Specification Group Radio Access Network; UTRAN Iurh Interface RNSAP User Adaption (RNA) signalling".

[42]
RFC-6311: "Protocol Support for High Availability of IKEv2/IPsec".

[43]
RFC-7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".

[44]
IANA: "Internet Key Exchange Version 2 (IKEv2) Parameters".

[45]
RFC-7321: "Cryptographic Algorithm Implementation Requirements and Usage Guidance for Encapsulating Security Payload (ESP) and Authentication Header (AH)". 

[YY]
IETF RFC 7515: "JSON Web Signature (JWS)".
[ZZ]
IETF RFC 7516: "JSON Web Encryption (JWE)".

[AA]
IETF RFC 7518: "JSON Web Algorithms (JWA)".
[BB]
3GPP TS 33.220: "Generic Authentication Architecture: Generic Bootstrapping Architecture".
[CC]
IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
[DD]
IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".
[EE]
IETF RFC 8442: "ECDHE_PSK with AES-GCM and AES-CCM Cipher Suites for TLS 1.2 and DTLS 1.2".

[FF]
IETF RFC 2818: "HTTP Over TLS".

[GG]
IETF RFC 2817: "Upgrading to TLS Within HTTP/1.1".

[HH]
IETF RFC 5288: "AES Galois Counter Mode (GCM) Cipher Suites for TLS".

[II]
IETF RFC 5289: "TLS Elliptic Curve Cipher Suites with SHA-256/384 and AES Galois Counter Mode (GCM)".

[JJ]
IETF RFC 4492: "Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security (TLS)".

[KK]
IETF RFC 6066: "Transport Layer Security (TLS) Extensions: Extension Definitions".

[LL]
IETF RFC 4366: "Transport Layer Security (TLS) Extensions".

[MM]
IETF RFC 5077: "Transport Layer Security (TLS) Session Resumption without Server-Side State".

[NN]
IETF RFC 5746: "Transport Layer Security (TLS) Renegotiation Indication Extension".

[OO]
IETF RFC 7627: "Transport Layer Security (TLS) Session Hash and Extended Master Secret Extension".

[PP]
IETF RFC 7919: "Negotiated Finite Field Diffie-Hellman Ephemeral Parameters for Transport Layer Security (TLS)".

[QQ]
IETF RFC 4279: "Pre-Shared Key Ciphersuites for Transport Layer Security (TLS)".

[RR]
IETF RFC 5489: "ECDHE_PSK Cipher Suites for Transport Layer Security (TLS)".

[SS]
IETF RFC 5487: "Pre-Shared Key Cipher Suites for TLS with SHA-256/384 and AES Galois Counter Mode".

[TT]
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".
[UU]
IETF RFC 4346: "The Transport Layer Security (TLS) Protocol Version 1.1".
*** Third Change ***
X
Other 3GPP profiles

X.1
General

The present document also serves as a repository for 3GPP profiles of protocols above the IP layer. These are collected in the present clause.
X.2
TLS protocol profiles
X.2.1
General
NOTE 1:
The present clause contains the general 3GPP TLS profile. Other 3GPP specifications (e.g. TS 33.203 [10], TS 33.220 [BB], etc.) point to the present clause. Thus parts of the present clause may also apply to devices and network nodes as specified in other specifications. New specifications using TLS should refer to this profile with as few exceptions as possible.

NOTE 2: DTLS 1.2 as specified in RFC 6347 [CC] is based on TLS 1.2. Hence all requirements defined in this profile apply to DTLS protocol as well. Differences, if any, will be specifically pointed out.

TLS end points shall support TLS with the following restrictions and extensions: 
TLS versions
-
SSL 1.0, SSL 2.0, SSL 3.0, TLS 1.0 and DTLS 1.0 shall not be supported. 

-
TLS 1.2 as specified in RFC 5246 [DD] shall be supported. TLS 1.3 as specified in RFC 8446 [TT] shall be supported. If DTLS is supported then DTLS 1.2 as specified in RFC 6347 [CC] shall be supported.

-
Use of TLS 1.1 [UU] is not recommended and shall be possible to disable in network nodes.

Other

-
If the TLS connection is used to transport HTTP over TLS as specified in RFC 2818 [FF], then the client shall not establish a connection "upgraded to TLS Within HTTP/1.1" per RFC 2817 [GG], but shall only establish the tunnel over a raw TCP connection.

X.2.2
Profiling for TLS 1.3

TLS 1.3 shall support the following restrictions and extensions:

TLS cipher suites and Diffie-Hellman groups
-
The rules on allowed and mandatory cipher suites given in TLS 1.3 RFC 8446 [TT] shall be followed.

TLS extensions

-
The rules on allowed and mandatory extensions given in TLS 1.3 RFC 8446 [TT] shall be followed.

X.2.3
Profiling for TLS 1.2 and earlier
TLS 1.2 and earlier versions shall support the following restrictions and extensions:

TLS cipher suites 
-
The rules on allowed and mandatory cipher suites given in TLS 1.2 (RFC 5246 [DD]) shall be followed.

-
In addition, the following cipher suites are mandatory to support and recommended to use:

-
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289 [II]

-
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5288 [HH]

-
Support of the following cipher suites is recommended: 
-
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [II]

-
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289 [II]

-
Non-AEAD cipher suites should not be used and shall be possible to disable in network nodes. Non-PFS cipher suites should not be used and shall be possible to disable in network nodes. Implementations shall prefer cipher suites offering forward secrecy.

-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to cipher suite 


TLS_RSA_WITH_AES_128_CBC_SHA.

-
Cipher suites with NULL integrity protection shall not be supported. Cipher suites with RC4 shall not be supported. Anonymous cipher suites shall not be supported.

Diffie-Hellman groups

-
For ECDHE, the curve secp256r1 (P-256) as defined in RFC 4492 [JJ] shall be supported, secp384r1 (P-384) as defined in RFC 4492 [JJ] should be supported. Elliptic curve groups of less than 255 bits shall not be supported.

-
For DHE, Diffie-Hellman groups of at least 4096 bits should be supported. Diffie-Hellman groups smaller than 2048 bits shall not be supported.
TLS compression
-
The "null" compression method as specified in TLS 1.2 RFC 5246 [DD] is mandatory to support. All other compression methods shall not be supported.

TLS extensions 

-
If TLS Extensions are used in conjunction with TLS, then for TLS 1.2 RFC 6066 [KK] shall apply, and for TLS versions lower than TLS 1.2 RFC 4366 [LL] shall apply.

-
The Server Name Indication (SNI) extension defined in RFC 6066 [KK] shall be supported. 
-
The Truncated HMAC extension, defined in RFC 6066 [KK] shall not be supported.

-
TLS Session Resumption based on RFC 5246 [DD] or RFC 5077 [MM] should be supported. 

-
TLS servers and TLS clients shall support RFC 5746 [NN]. The server shall accept client-initiated renegotiation only if secured according to RFC 5746 [NN].

· Session hash and Extended Master Secret, defined in RFC 7627 [OO] should be supported.

-
Negotiated Finite Field Diffie-Hellman Ephemeral Parameters, defined in RFC 7919 [PP] should be supported.

PSK cipher suites
-
If pre-shared key (psk) cipher suites are implemented in TLS, then RFC 4279 [QQ] and RFC 5489 [RR] shall apply and the following cipher suites are mandatory to support and recommended to use:

-
TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 5487 [SS].
-
TLS_ECDHE_PSK_WITH_AES_128_GCM_SHA256 as defined in RFC 8442 [EE].

-
Support of the following cipher suite is recommended:

-
TLS_ECDHE_PSK_WITH_AES_256_GCM_SHA384 as defined in RFC 8442 [EE].
-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to
cipher suite TLS_PSK_WITH_AES_128_CBC_SHA.

Cipher suites without encryption

-
TLS without encryption shall only be supported on interfaces where one of the endpoints is an UE.
-
For UEs, TLS_ECDHE_ECDSA_WITH_NULL_SHA and TLS_ECDHE_RSA_WITH_NULL_SHA shall be supported. For network nodes, if TLS cipher suites without encryption are supported, TLS_ECDHE_ECDSA_WITH_NULL_SHA and TLS_ECDHE_RSA_WITH_NULL_SHA shall be supported.

-
For UEs, if pre-shared key (psk) cipher suites are supported, then TLS_ECDHE_PSK_WITH_NULL_SHA shall be supported. For network nodes, if pre-shared key (psk) cipher suites without encryption are supported, then TLS_ECDHE_PSK_WITH_NULL_SHA shall be supported.

-
For interworking with pre-Release 13 elements, it may be necessary to allow fall back to the cipher suites TLS_RSA_WITH_NULL_SHA, and TLS_PSK_WITH_NULL_SHA.
-
Usage of TLS without encryption is not recommended and shall be possible to disable it in network nodes. 
X.3
JWE and JWS profiles

X.3.1
General

JWS (JSON Web Signature) [YY] and JWE (JSON Web Encryption) [ZZ] are used to integrity protect and encrypt JSON objects. The JWE profile and JWS profile describe the restrictions and extensions to the RFCs for 3GPP entities or functions that support JWS and/or JWE. 

The cipher suites used in clause X.2 are described in RFC 7518 [AA].
X.3.2
JWE profile

All entities and functions that support JWE according to RFC 7516 [ZZ] shall follow the following restrictions and extensions:

"enc" parameter A128GCM (AES GCM with a 128-bit key) shall be supported.  "enc" parameter A256GCM (AES GCM using 256-bit key) should be supported.

"alg" parameter "dir" (Direct use of a shared symmetric key as the CEK) shall be supported.

If ECDH is used as a key agreement protocol, the receiving party shall perform public key validation and check that the received public key is on the agreed upon curve.

X.3.3
JWS profile

All entities and functions that support JWS according to RFC 7515 [YY] shall follow the following restrictions and extensions:

"alg" parameter ES256 (ECDSA using P-256 and SHA-256) shall be supported. 

The "none" "alg" parameter is not used. 

The "kid" field shall be supported. End points may establish the expected signing algorithm and associated keys out-of-band (e.g. N32-c) and use this field to pass a key identifier. If the "kid" field is used the end point shall check the indicated "alg" matches that specified by the parameters.

If an end point has established a public key and algorithm out of band (e.g. N32-c) and the "kid" field is not used, then the end point shall check the indicated "alg" parameter against the established algorithm

The "jwk" field shall not be supported.
*** End of Changes ***
